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meet new people, or to simply chat with friends.
Abstract Social networking websites are wbhsed
senices that allow individuals toreate
Even though users of Facebook, a populapersonalizegrofiles and communicate with
socialnetworking site, can segregate their friendsothers on the networik thevariety of ways [1]
into different fgroups o0 aacdbookdhe seconclargestsodiabr mat i ¢
from members of certain groups, this feature is network on the internet, was created in 2004 [2].
widely underused. We hypothesized that if usersSince then, it has become extremely popular with
were forced to group their friends and had to  high school and college students. Eatebook,
actively choose tghow information to each users create personalized profiles that display
group, less potentially volatile information would their real names, date of birth, education, and
be distributed to Facebook friends whom the usenther personal information. Because this
knows less well. In a usability study of 20 rising information is displayed publicly, privacy can be a
high school seniors, we forced users to group a major issue. [34]
random subset of their friendsd set privacy Our team would like tgee from whom
preferences independently for each grolye users restrict what sort personainformation if
found that 14 users out of the 20 only chose to they are forced to group their friendBhese
only create one group, meaning that Facebook's results would be beneficial to suggesting user
default privacy settings accurately reflect their  security improvements for social networking
privacy wishes. However, 6 users of the 20 websites.
creaed different groups and restricted information

only from certain groups. As this information is 2. RelatedWork
currently visible to those Facebook friends, we
recommend that future social networks should Although thestudy of privacy on social

emphasize features to craft different privacy networking sites is a relatively nascent figltkre
settings for differat groupsof friends in order to  have been quite a few related works perfed.

help users protect their privacy online. A study on Faebook privacy was
performed bylones and Soltren, two researchers
1. Introduction from MIT. Their study involved aaxamination

of usersd privacylodeci si o
In today's world, the way in which people collect data, Jones and Soltren used surveys to
communicate with others is much differéinan it  analyze various aspects of students' Facebook
was years agoSocial networking websites are usage and their concerns about privacy online.
becoming an integral paot teenage life. Three main flaws found within Facebook are
Teenagers use such websites to display their that users discke too much information,
personalities to the enormous online community, Facebook does not provide measures to protect



user privacy, and information about users is easyheir roles in society. Many of these works were

to obtain by others capable of using it for written by danah boyd, an American social
malicious acts. Like our study, the researchers networking researchdn her paper titled,
used surveys to collect data and carefully AnSoci al N e t Rublic, Rrivategor Si t e s :
analyzed users' Facebook usage and privacy What® she wrote about the importance of social
settings. They also created specific networks in today's world. The paper also
recommendations for future improvements on  stressed adults' acceptance of social networks
social networking websites. [6] and the idea that young people's online social

Another study on the usage of lives should be guided but not controlled.

Facebook's privacy settings and disclosed
information was donby Gross and Acquisti,

from Carnegie Mellon University. Their study 3. Background
analyzed the online behavior of more than 4,000
Carnegie Mellon University students on By default, all of a user's friends can see

Facebook. They collected data on the types andhis/her full profile. This can be problematic,
amount of information disclosed by the users, asbecause people often add others as friends even
well as the users' understanding of how privacy though those people are not close or trusted
settings work. Their resulshowed thavery few  friends outside of Facebook. [9\Iso, users tend
students actually changed the default privacy to post particularly private or possibly

settings and were therefore disclosing large embarrassing information on their profiles. This
amounts of personal information on the internet. information includes detailed conversations
[8] between friends, contact information, and rumors.

A study peformed on Facebook' interface Some unfortunate byproducts of the difficulty of
usability was produced by Lipford, Besmer, and privacy on social netwoginclude:harmful
Watson from the University of North Carolina at persons gaining access to incriminating, or
Charlotte. Lipford, Besmer, and Watson personal information; learning the location of
examined the problems within Facebook's privacyacebook users, and 'Facebook Stalking'
interface. The main problem they found veas  following someone through Facebook. Also,
l ack of an Aaudi ence vertainvimagesinbeadisplaged that woulger of i | e
settings were modified. The lack of such a featursuitablefor viewing by friends, but not by
contributed to users displaying too much personalolleagues, teachers or family members.
information to the world, because they couldn't Due to these issues, Facebook has
see how others viewed their profiles. They then recently added a friend grouping feature, which
introduced a prototype application that solved thiallows a user to create groups of friends and
issue. In the end, the researchers concluded thatestrict certain informatiofrom them. Although
their prototype Asi gn itHisifeatarenig useful, therepare smang mroblents e
understanding of pr i v amthits imgementatiog Iastead of bBing publicly s st
was similar to ours ithat itinvolved research on announced, the feature was quietly added. It is
interfaceusability, but different since the also not mandatory, and the privacy settings are
researchers attempted to quickly the solve issuescattered and confusing.
by developing a prototype interface rather than
studying at the broader issues amaking 4. Methodology
recommendations for the future.

To evaluate how usevgould restrict
Aside from studies done specificatin information from certain groups of friends if they
Facebook privacy, there have been other studieswere forced to group and segregate their friends,
performed on social networking websites and we conducted a usability study of the friend



2IMozilla Firefox

File Edit Miew History Bookmarks Tools  Help

v ] http:fblaseur, com/fbjFacebookiEditGroup, php?aroup=Makin_A_G
B- ¢ X 4

l;] Gmail - watch awards .. | 2] Most Visited ’ Getting Starked 5 | Latest Headlines

J http://blaseur....up&PREFBASIC=1 @ 2choiceB- WhyYouthHeart. pdf (applica

grouping featureln order to study how users usi
Facebook's privacy settings, our team ne¢ded croup Chosen: Makin 4 Group
monltor user prlvacy and group Creatlon' We dl ‘('l.l]cglil:]l\bu\ to allow group members to view information
not Want sSu bJeCtS to have to alter the”‘ own Blz?n.k checkbox means that the group cannet see the information
. Edit Prefrences:
accounts, so we designed and developed a ==
Facebook application that mirrored Facebook' 2"

Hometown ™

privacy and grouping interface. Our applicatior iﬁﬁiﬂ;vﬁfvi:r
included these five conmpn e n't s : 1) sumt]
Fri endCsioe,at2e a Groupo,
to Groupso, 4) AEdit <. cup wvevviigev, «nad 5)
AView Group Privacyo.  \WOU&ZaTdee tth\Ega”FhHPorset trn
changes from Facebook's default interface. Firs€Ction of our application. Here, users can choose
we decided to include oji privacy settings to allow specific aspects of their profiles to a
rather tha optout (all settings were initially ~ S€lected group.
restricted to created groups by default). This , . ,
decision allowed people to actively choose what Our study included three main sections: a
their Facebook friends should and should not seRf€survey, the actual testing of our application,

Second, we made our application text based 2Nd & possurvey. The prsurvey asked the
instead of visual to haveeimost simplenterface volunteers about their normal Facebook usage and

possibleand thus focus on the idea of the their familiarity with Facebook's friend grouping
interface rather than the implementative ~ f€ature. The posiurvey asked the volunteers

wrote our application in PHP, a widely used wepbout the;ir c,jomfort.level§ with diﬁerent types of
development programming language. Once theP€OPI€ viewing their profiles (e.g. friesd
program was completed, we uploaded it to to th&lassmates, and school administrators). We
web sing Facebook's official application performed the study on 20 volunteers. Each of
programming interface. Users' groups and privadj}€ volunteers was between the ages o186

selections were added to a MySQL database, aftfS @nupcoming high school senior, and Has
we saved the data for analysis. or herown Facebook account. Thirteen males and

seven females partfrated on our study. First, we
Fle Edt Vew Hstory Bookmarks Toos Help gathered volunteers by passing out advertisement

" [ [tostloseur conffbfFacebockiCrecteatraup. fliers. Once the actual study began, the volunteers
were given a consent form and a-ptevey. They
then tested our application gyouping their

friends and selecting prieg settingssimulating a
mandatory processlext, the volunteers

o -c
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Create a Group completed the posturvey. The data from each

No Spaces user was uploaded to a database, and the results

i"'M"‘“‘ Suorit | were collected. Once we organized the data, we
analyzed the friend groups that our volunteers

m created, as well as what settings they allowed each

group to view. Then, we constructed graphs and
Figure1l.The fiCreate a Gr o ugoked feré&endsiwithim eaalfs eprivacy

test application. settings. These trends helped us create
recommendations for an improved privacy
interface on Facebook.

6. Reslts



a) Previous Familiarity with the Friend participant created orschoolgroup and one
Grouping Feature othergroup. The second participant created a
friendsgroup, aschoolgroup andtwo other

In our study, we found that 35% of users group. The third person createdfaendsgroup
were familiar with Facebook's current grouping and twoothergroups. The fourth person created
feature and 25%ctually used it. % found it easy anactivitiesgroup, arothergroup, and achool
to use. In terms of privacy settings, we found thajroup. The fifth person createchametown
the same 35% of users who were familiar with  group, aschoolgroup, and amctivitiesgroup.
Facebook's grouping feature were also aware of Finally, the sixth person createdehoolgroup
the ability to control privacy settings for each and aractivitiesgroup(seeFigure 4).
group. Four out of the fivesers whactually

used the grouping feature used the privacy Subject Groups
controls. 1 ASchool 0, A n
2 AFriendso, AGov
NfnRel atives
3 AFriendso, APe
b) Types ofGroups Created iScaryPeopl
4 AGovSchool 6, A0
Most of the volunteers created similar 5 AChicagoo, G
groups, including school, friends, hometown, ANeptuneo
activities, and others (e.g. relatives and unknown 6 iSchool 0, @Gd

people). According to our resultine people
created activities groupsight people created @ Figyre 4. Distribution of multiple groups among
schal group,eight people created groups that fell study participants.

i nt o the 0 daurpeoplecreatedtae gor vy,

friends groupandtwo people created a relatives d) Most Often Restricted Privacy Settings
group(see Figure 3).

We discovered that a few areas of their
Facebook profiles were restricted most often by
users, indicating that these are the most volatile

Groups Created by Participants

Activities - (I

Schoo! - pieces of information in a Facebook profilSuch
. Other I settings includedhome number (restricted from
S Friends - 80.6% of all groups), address (restricted from
© 54.83% of dlgroups), political views (restricted
romerown [ ] from 48.3% of all groups), interestediim  user 6s
01234586 78 910 sexual orientatiorfrestricted from 45.2% of all
groups), andagged videos (restricted from 41.9%
Number Created of all groups created by study participan{sge

Figure 3. Common friend groups and the numbefFigure 5)
of each created out of 20 participants.

c) Multiple Groups
Next, we lookedexclusively at users who

created multiple groups$. people (30% of our test
participants) created multiple groups. The first
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Figure 5. Most often restricted privacy settings.
e) Privacy Settings in Multiple Groups 7. Discussion

For this section, we used data from two

test participantsvho split their friends into We found that the most commonly created
multiple groups. These groups included friends, groups wereifriend, fischoob, fhometow,
classmates, and relatives subject 1 we found  andfiactivitie. These consistently created groups
that the user restricted his phone number to existed mostlypecause of demographics of our
everyone except relatives, his address and zip participantgrising high school seniors aged-16
code from his @School 018)@arttigapts grauged thelr friénds' into
relationship status, tagged photos, and videos groups that showeldow they wanted that group to
from relatives (see Figure 5). Subject 2 restrictedsiew and interact with them. Family was often

his birthday from everyone except from his groupnot shown tagged videos or photos, because
titled fAother o, his poflends dofidauploadpiclirestiat maydsha@tet & Vi ¢
from everyone except close friends and family's view of its child. Instead, friends were
classmates, cell phone number from everyone commonly allowed to see tagged photosl

except close friends, and tagged photos and  videos. Strangers and others were given even less

videos from everyone except cldsends (see  information, because the user had not built a
Figure 6). trusting relationship with those people. The
Percent of Allow ed Information ability for a user to be able to restrict specific
Subject 1 personal information (rather than preset

configurations)s a promising idea based on
trends showing that the volunteers were
B Aciity commonly restricting specific aspects of their
B Rates contact information (e.g. address and zip code)
and tagged photos and videos from everyone but
those who they knew closelyhe knowledge of
Facebook's grouping and privacy interface was
very limitedamong study participants. 35 % of
studyparticipants knevabout the grouping and
privacy features, but only 25% actually used the
feature (most likely due to a lack of
advertisements on FacebQoKk hese results also

Figure 6. Percent of personal information
information subject 1 allowed to each group.



show that in order for better usscurity;
Facebook should probably make the features
compulsory.

8. Future Work

For more accurate results, an increased
number of subjects can be included in our
surveys. Including people fromore diverse age
groups would also be a good idea. These
additions could possibly allow for more trends in
user privacy and group settings. Aside from
changes in our surveys, our application could
i nclude graphical
d r o pedface) fortincreased ease of use and
simplicity. Finally, our ideas and results can be
submitted to social networking and computer
companieslin the future, our team would like

Facebook's privacy interface problems
should also behangedn future work. We

hypothesize that these changes would further spur

adoption. Poblems include the following:
In order to create a group of friends
on Facebook, a user must click on
a |link titled

8)

By default the available privacyttags

are set to allow every person in the user's
network as well as the user's friends to see
every bit of information displayed on the
user's profile. To change this, the user
must navigate through a series of clumsy
drop-down menus. (see Figure 8)

Users are able to restrict photo albums and
iftaggedo photos

restrict theimain profile pictures (main

profile pictures are visible by everyone,
not just friends).

9. Conclusionsand Recommendations

i MRErikaey oa sodia¢ netwdrking dites is not perfect,

This link is located under though, and after analyzing our usability results
Facebook' s disr i eme Havedconieapwitmanumber of

situated on the right side of the =~ recommendations for improving it. The following
page. The link is small and blendsfriend grouping and privacy interface

in with the surrounding settings. improvements araot only recommended for

This makes it hard for auserto  Facebook, but for other current and futsoeial
spot, especially if the user is not networking websiteas well:

aware of the feature and therefore
is not looking for it. (see Figure 7)

Once a group is created, the user is not
prompted to set privacy settings for the
group. This poses a problem, because the
average user may not know thiabse

privacy settinggor different groups can be
modified.

To set privacy settings for a group, aruse
must click on a small tab at the top of the
page simply called
confuse a user, because the privacy tab is
also used for setting privacy settings other
than those for his/her groups. (see Figure

A p rincreased gustomizatidrh i s

Preset user groups

Since most of our volunteers created
similar groups (e.g. friends, school,
relatives, and activities), we believe that
social netwrking websites should include
commonly entered user groups to start out
with. This would allow for quicker, easier
customization. The preset group titles
would not be required and would be able
to be removed from the list.

can
A major recommendation for current and
future social networking sites is more in
depth privacy customization. Currently,

(photo
f eat ur ddentified hy a fniend), but are Ndtcalbleata

an

C



Facebook users can only select limited being unaware about grouping and privacy
privacy settings that change an entire settirgs (aside from clear directions) is the
collection of settings rather than individual fact that such settings are not mandatory.
settings(e.gestri cti ng 0per sMakiaglthem mandatory would definitely

i nfor mat i

ono curr ent | yincreasesuser Seaurityson fodiaknetearking r e

set of information instead of individual sites, agveryonavould need to take the
settings). In our study we observed trends time to carefully set their privacy settings
in selected individual settings for common before jumping into the networkdf a
audiences. user has a legacy profila nalongerused

profile, that has not been deleted, the user

AOpitnd rat he-out ban A o pshouldbeemailed, and if the user does not

Currently, Facebooldses the opbut log inwithin 30days, the profile should be
method for its privacy settings, meaning deleted for safety and storage reasons.
that all of the available group privacy

settings are able to be viewed by anyone in Each of these settings can simply be added

a user's network. In our application, all ofto future social networking websites without

a user's settings are restricted by default, problems. As for current social networking
forcing the user to cafully (yet quickly)  websites, users would need be notified about
navigate through the menus and these changes in advance by email. They should
individually select which setting he/she  be informed of the positiveeasons for such

would like a group to see. We feel that upcoming features. These changes would

this method is more effective in user probably cause much controversy online, but
security. If this feature were to be added taisers would be much safer in the future and
pre-existing sites, every user shotild privacy concerns would be dramatically reduced.

notified of the change. Current users
should have to rapply their privacy
settings for the sake of their security

online.

Mandatory grouping and privacy

features

A main aspect that contributes to users
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